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Abstract

The rapid adoption of artificial intelligence (Al)—assisted software development tools has introduced a new
and largely unexamined attack surface within the modern software supply chain. Al-powered coding assis-
tants integrated into integrated development environments (IDEs) can analyze repository context and au-
tonomously generate or modify source code across multiple files, thereby significantly accelerating software
development productivity. However, this capability simultaneously introduces security risks that challenge
traditional assumptions of trust, intent verification, and code provenance in software development workflows.
In particular, Al systems may generate insecure code patterns, recommend malicious or nonexistent depend-
encies, or propagate vulnerabilities through contextual code generation mechanisms. This paper examines
the emerging threat landscape associated with Al-driven code generation and identifies several novel attack
vectors including indirect prompt manipulation, cross- file context poisoning, and automated dependency
injection attacks. We propose a hybrid real-time security architecture that combines static code analysis with
Al-based semantic inspection to detect malicious or anomalous code at the moment it is generated. The
architecture integrates directly into developer IDE environments and continuously monitors Al-generated
code suggestions, providing immediate feedback to developers and centralized alerts to security teams. The
findings demonstrate that Al-assisted development environments require a zero-trust security model in which
Al- generated code is treated as untrusted until verified. Our work highlights the need for new defensive mech-
anisms to secure the software supply chain in the era of Al-driven software engineering.
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Introduction

Artificial intelligence—driven coding assistants
such as GitHub Copilot, ChatGPT, and other large
language model (LLM)-based development tools are
rapidly transforming modern software engineering
practices. These tools leverage large-scale machine
learning models trained on massive code corpora to
generate code completions, recommend libraries,
and automate repetitive programming tasks. As a
result, developers increasingly rely on Al systems as
active collaborators during software development.
Industry reports indicate that Al-generated code now
constitutes a significant portion of newly written
source code in enterprise development environments
[1]. While these systems offer clear productivity
advantages, their integration into the software
development lifecycle introduces a new class of
supply-chain security risks that have not been fully
explored.

Traditionally, software supply-chain threats focused
oncompromised third-party libraries, malicious open-
source packages, or manipulated build pipelines.
However, Al coding assistants fundamentally
alter this paradigm by introducing automated code
generation directly into the earliest stages of software
development. Because Al systems often operate with
broad access to repository context and development
environments, they effectively function as automated
contributors to the codebase. Without proper
verification mechanisms, Al-generated code may
introduce vulnerabilities, insecure dependencies, or
malicious logic that bypasses traditional security
checkpoints. Recent studies evaluating Al coding
assistants have demonstrated that a substantial
fraction of generated code snippets contain security
vulnerabilities, including improper input validation,
insecure cryptographic practices, and hardcoded
credentials [2].

Additionally, large language models have been
shown to hallucinate software package names,
which attackers can exploit by registering
malicious packages under those names in public
repositories a technique known as slop squatting
[3]. These emerging risks illustrate how Al-assisted
development introduces a new attack surface within
the software supply chain. In this paper, we examine
the security implications of Al-assisted development
and present a threat model for adversarial exploitation

of Al coding assistants. We analyze several emerging
attack vectors and propose a defensive architecture
designed to detect malicious Al-generated code in real
time. Our contributions aim to provide a foundation
for securing the next generation of Al-driven software
development environments.

Background and Motivation

Software supply-chain security has become an
increasingly critical concern as modern applications
depend heavily on external components, open-source
libraries, and complex development pipelines. High-
profile incidents such as the SolarWinds supply-
chain attack and malicious packages discovered in
public repositories have demonstrated how attackers
can compromise upstream components to impact
thousands of downstream systems [4]. To mitigate
such risks, the software industry has adopted several
defensive mechanisms including Software Bills of
Materials (SBOMs), dependency scanning tools, and
integrity frameworks such as Supply-chain Levels
for Software Artifacts (SLSA). SBOMs provide
visibility into the components included in software
systems, enabling organizations to track vulnerable
dependencies and identify unauthorized libraries [5].

However, these mechanisms primarily focus on
external components and build pipeline integrity
rather than code generation processes occurring
inside development environments. The integration of
Al coding assistants fundamentally changes the threat
landscape because Al systems can automatically
generate code and introduce dependencies during the
development phase itself. As a result, Al assistants
effectively become automated participants in the
software supply chain. Unlike human developers,
these systems lack awareness of organizational
security policies, internal dependency standards, or
contextual threat models. Consequently, Al-generated
code may inadvertently introduce insecure patterns,
outdated libraries, or malicious dependencies into
the codebase. Furthermore, developers often trust
Al-generated suggestions due to perceived model
expertise, which may reduce the rigor of code
review processes. Empirical studies have shown that
developers assisted by Al coding tools frequently
overestimate the security of generated code and accept
suggestions without thorough verification [6].

Another emerging challenge is dependency
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proliferation caused by Al-generated solutions that
introduce new libraries rather than leveraging existing
project components. This behavior can significantly
expand the attack surface by increasing the number
of third-party dependencies and transitive packages
included in software projects. In such environments,
traditional supply-chain security mechanisms may
be insufficient because vulnerabilities originate
during code generation rather than through external
dependency compromise. These challenges highlight
the need for new security approaches that integrate
verification mechanisms directly into Al-assisted
development workflows.

Threat Model

In this work, we consider a software development
environment in which Al coding assistants are deeply
integrated into developer workflows through IDE
plugins or automated code generation agents. These
systems typically analyze repository context—
including multiple source files, configuration
files, and project documentation—to generate
code suggestions that developers may accept and
incorporate into the codebase. In many cases, Al
assistants operate with privileges comparable to
the developer’s own environment, allowing them
to recommend dependencies, modify existing files,
or generate new functions across different modules.
Under this model, the primary assets at risk include
the integrity of the source code, the trustworthiness
of dependencies introduced during development, and
the overall security posture of the resulting software
artifacts.

The adversary model assumes that attackers do not
have direct commit access to the repository but
instead attempt to exploit Al systems as indirect
vectors for inserting malicious code. One potential
adversary is an external attacker who manipulates the
context consumed by the Al assistant by embedding
malicious instructions within documentation,
comments, or configuration files. These instructions
may influence the Al model to generate insecure
code or introduce malicious dependencies.
Another adversarial scenario involves dependency
manipulation attacks in which attackers publish
malicious packages designed to be recommended
by Al coding assistants. Because language models
occasionally hallucinate package names, attackers
can register packages matching those hallucinated

names to compromise development environments
when developers install them.

A third adversary model involves malicious insiders
or compromised contributors who introduce subtle
code modifications intended to manipulate the
Al’s contextual understanding of the project. Such
modifications may influence subsequent Al-generated
code to include vulnerabilities or insecure patterns.
The ultimate goal of these adversaries is to inject
malicious functionality or security vulnerabilities into
the software supply chain without triggering traditional
security defenses. Because Al-generated code may
appear syntactically correct and functionally valid,
such attacks may evade manual review processes and
automated testing mechanisms. This threat model
illustrates the necessity of treating Al-generated code
as an untrusted input source within the development
lifecycle.

Emerging Attack Vector

The integration of Al assistants into software
development workflows enables several new attack
vectors that extend beyond traditional software supply-
chain threats. One of the most significant threats is
prompt injection, where adversaries manipulate the
inputs provided to large language models in order to
influence generated outputs. Prompt injection attacks
may occur either directly or indirectly. In direct
prompt injection, attackers attempt to override system
constraints by crafting prompts that instruct the model
to bypass security restrictions or generate malicious
code.

However, more concerning are indirect prompt
injection attacks, where adversarial instructions
are embedded within external data sources such as
code comments, configuration files, documentation
pages, or external resources that the AI assistant
may ingest as contextual input. When the model
processes these inputs, it may unknowingly interpret
them as instructions and generate code that violates
security policies. Recent research has demonstrated
that prompt injection attacks can cause Al systems to
expose sensitive data, generate insecure code patterns,
or introduce malicious functionality into otherwise
legitimate software systems [7]. Yadav et al. further
categorize adversarial prompt injection techniques
and demonstrate how attackers can exploit LLM
behavior through carefully crafted input manipulation
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strategies designed to bypass model alignment
safeguards [8]. Another emerging attack vector is
dependency manipulation through Al-generated
package suggestions. Large language models
occasionally hallucinate the names of software
libraries when generating code examples. Attackers
can exploit this behavior by registering malicious
packages under these hallucinated names in public
repositories such as npm or PyPI. When developers
attempt to install these suggested dependencies,
the malicious package becomes integrated into the
development environment, enabling code execution
or data exfiltration. This attack pattern, known as slop
squatting, represents a new variation of traditional
typo squatting attacks adapted specifically for Al-
assisted development environments [3].

A third attack vector arises from cross-file context
poisoning, where attackers manipulate the contextual
inputs provided to Al coding assistants. Modern
development assistants often analyze multiple
files simultaneously to improve code suggestions.
By introducing subtle, semantically benign
modifications to one file, attackers can influence
how the model generates code in another file. These
modifications may alter naming conventions, coding
patterns, or data flows in ways that encourage the Al
to generate vulnerable logic such as SQL injection—
prone queries or unsafe command execution
patterns. Because these contextual changes often
appear harmless to human reviewers, such attacks
can remain undetected until the vulnerable code is
deployed. Collectively, these attack vectors illustrate
how Al coding assistants introduce new pathways
for supply-chain compromise that bypass traditional
dependency security mechanisms and highlight
the need for defensive controls that monitor code
generation in real time.

Related Work

The security implications of Al-assisted software
development intersect with multiple areas of
existing research, including software supply-
chain security, static code analysis, and adversarial
machine learning. Traditional supply-chain security
frameworks primarily focus on protecting build
pipelines, verifying dependencies, and ensuring
artifact provenance. For example, the Software Bill
of Materials (SBOM) framework provides visibility
into the components included within software

products and enables organizations to track vulnerable
dependencies across development environments [5].
Similarly, the Supply-chain Levels for Software
Artifacts (SLSA) framework aims to ensure the
integrity of build pipelines by establishing verifiable
build provenance and tamper-resistant artifact
generation processes [9]. While these frameworks
significantly improve visibility and traceability within
the software supply chain, they do not directly address
vulnerabilities introduced during code generation itself.
In parallel, research into Al-generated code security
has begun to reveal the potential risks associated with
large language models trained on publicly available
code repositories. Pearce et al. demonstrated that a
substantial proportion of code generated by GitHub
Copilot contains security vulnerabilities when
evaluated across common programming tasks [2].

Their study showed that Al-generated code often
reproduces insecure coding practices present within
training datasets, highlighting the limitations of
current models in understanding secure programming
principles. Other studies have explored the concept
of package hallucination in AI- generated code,
demonstrating how language models may suggest
nonexistent libraries that attackers can exploit through
slop squatting techniques [3]. Additionally, recent
research has examined adversarial prompt injection
attacks targeting large language models. Yadav et al.
present a taxonomy of prompt injection strategies
that categorize adversarial techniques based on
input manipulation, jailbreak prompts, and context
poisoning attacks, and propose mitigation frameworks
that include input sanitization, output validation,
and model alignment strategies [8]. Despite these
advancements, most existing defensive approaches
operate after code has already been generated and
committed to the repository. Static analysis tools and
software composition analysis platforms typically run
during code review or continuous integration phases,
meaning vulnerabilities introduced by Al assistants
may persist within the development environment
for extended periods before detection. This delay
underscores the importance of integrating security
verification mechanisms directly into Al- assisted
development workflows, enabling vulnerabilities to
be detected at the moment of code generation.

Proposed Architecture
To address the emerging security risks introduced by
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Al- assisted development environments, we propose
asecure architecture designed to monitor and validate
Al-generated code in real time. The architecture
is based on the principle that Al-generated code
should be treated as an untrusted input until it has
been verified through automated security checks and
contextual validation mechanisms. Unlike traditional
software security tools that operate during later stages
of the development lifecycle such as code review
or continuous integration pipelines, the proposed
architecture integrates security analysis directly into
the development workflow. This approach enables
vulnerabilities introduced by Al coding assistants to
be detected immediately at the moment of generation
rather than after the code has already been committed
to the repository. The architecture consists of three
primary components: a hybrid scanning engine that
combines static and Al-driven analysis techniques,
an IDE-integrated monitoring layer that intercepts
Al-generated suggestions, and a centralized security
intelligence platform that aggregates alerts and
continuously improves detection models.

The hybrid scanning engine forms the core of the
architecture and is responsible for analyzing all Al-
generated code suggestions before they are accepted
into the codebase. This component incorporates
traditional static analysis techniques that detect
known vulnerability patterns using rule- based
detection mechanisms derived from secure coding
standards and vulnerability taxonomies such as the
Common Weakness Enumeration (CWE). Static
analysis is particularly effective at identifying well-
known vulnerabilities such as insecure cryptographic
implementations, unsafe deserialization, command
injection patterns, and improper input validation.
However, static rules alone are insufficient for
detecting the more subtle attack vectors associated
with Al- generated code, particularly those resulting
from prompt injection or contextual poisoning
attacks. To address this limitation, the architecture
augments rule-based analysis with an Al-driven
semantic inspection module. This component
leverages machine learning techniques to analyze
the behavior and intent of generated code rather than
relying solely on syntactic signatures. By examining
contextual relationships  between  functions,
variables, and external dependencies, the semantic
inspection module can identify anomalous patterns
that may indicate malicious behavior or insecure

coding practices.

The architecture is implemented through an IDE-
integrated plugin that operates transparently within the
developer’s environment. When an Al coding assistant
generates a code suggestion, the plugin intercepts the
proposed code and extracts the relevant code diff along
with surrounding contextual information. This diff
is then forwarded to the hybrid scanning engine for
analysis. The use of diff-based analysis significantly
improves performance by focusing security checks
only on newly generated or modified code rather than
scanning the entire repository. If the scanning engine
detects suspicious patterns or insecure dependencies,
the system immediately notifies the developer through
inline warnings displayed within the IDE interface.
These warnings provide explanations of the detected
security risks and may recommend safer alternatives
or mitigation strategies. In cases where high-risk
vulnerabilities are detected, such as the introduction
of unknown external dependencies or execution
of system commands using unsensitized input, the
system may temporarily block the suggestion from
being accepted until the developer resolves the issue
or explicitly overrides the warning.

In addition to providing immediate feedback to
developers, the proposed architecture includes a
centralized monitoring platform that aggregates
security alerts generated across development
environments. This platform allows security teams
to monitor trends in Al-generated vulnerabilities and
identify potential adversarial campaigns targeting
development workflows. For example, if multiple
developers encounter suggestions involving the same
unknown dependency, the centralized platform can flag
the dependency as potentially malicious and distribute
updated detection rules across all development
environments. This capability enables rapid response
to emerging threats such as slop squatting attacks
or coordinated prompt injection campaigns. The
centralized platform also supports continuous
improvement of the semantic inspection model by
incorporating feedback from developers and security
analysts. Over time, this feedback loop enables the
system to refine detection accuracy and reduce false
positives while maintaining strong protection against
emerging attack vectors. By combining real-time
monitoring, hybrid security analysis, and centralized
threat intelligence, the proposed architecture provides
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a comprehensive defense framework for securing
Al-assisted software development environments.

Evaluation Consideration

Evaluating the effectiveness of security mechanisms
designed for Al-assisted development environments
requires careful consideration of both security
performance and developer usability. One of
the primary evaluation metrics for the proposed
architectureis detection coverage, whichmeasures the
system’s ability to identify vulnerabilities introduced
through Al-generated code suggestions. Detection
coverage can be evaluated by simulating various
attack scenarios within controlled development
environments, including prompt injection attacks,
dependency manipulation attacks, and context
poisoning attacks. In these experiments, Al coding
assistants are intentionally exposed to adversarial
inputs designed to generate insecure code patterns.
The effectiveness of the hybrid scanning engine can
then be measured based on its ability to detect these
vulnerabilities before the code is accepted into the
repository. Prior studies have demonstrated that a
significant proportion of Al- generated code contains
security vulnerabilities, suggesting that real-time
security verification mechanisms could significantly
reduce the introduction of insecure code into
production systems [2].

Another important evaluation metric is the false
positive rate, which reflects the frequency with which
legitimate code is incorrectly flagged as insecure
by the scanning engine. Excessive false positives
can negatively impact developer productivity by
interrupting workflows and reducing confidence in
the security tool. Therefore, the semantic analysis
component of the architecture must be carefully
tuned to balance detection sensitivity with practical
usability. Machine learning—based analysis models
may require continuous retraining using labeled
datasets that include both vulnerable and secure code
examples. Incorporating feedback from developers
can further improve accuracy by identifying scenarios
in which alerts should be suppressed or reclassified.
Maintaining an acceptable false positive rate is
particularly important in interactive development
environments where security alerts must be delivered
in real time without creating unnecessary friction.

Performance overhead is another critical factor

when evaluating real-time security mechanisms
integrated into development tools. Because developers
interact with Al assistants frequently during coding
sessions, the scanning process must complete within
milliseconds in order to avoid disrupting productivity.
Experimental evaluation of the proposed architecture
should measure the time required to analyze code
suggestions of varying sizes and complexity. Diff-based
analysis provides a significant performance advantage
by limiting the scope of analysis to newly generated
code rather than the entire project. Additionally, the
architecture may employ asynchronous scanning
strategies in which static analysis results are delivered
immediately while more computationally intensive
semantic analysis occurs in parallel. This approach
ensures that developers receive rapid feedback while
still benefiting from deeper security analysis.

Finally, evaluation should consider the broader impact
of the architecture on software development practices.
Longitudinal studies may measure the number of
vulnerabilities detected during early development
stages compared with traditional security pipelines. If
vulnerabilities are detected earlier in the development
lifecycle, organizations can significantly reduce
remediation costs and improve overall security
posture. User studies may also evaluate how
developers respond to security warnings generated by
the system and whether the architecture encourages
more secure coding practices when interacting with
Al assistants. By analyzing these factors collectively,
researchers can determine whether the proposed
architecture effectively mitigates the risks associated
with Al-assisted development while maintaining a
positive developer experience.

Discussion

The integration of Al coding assistants into software
development workflows represents a significant
shift in how software systems are created, reviewed,
and maintained. While these tools offer substantial
productivity benefits, they also introduce new
challenges related to trust, accountability, and security
verification. Traditional development practices
assume that code written by developers can be
trusted once it has passed through peer review and
automated testing processes. However, Al-generated
code introduces an additional layer of complexity
because the logic produced by large language models
may originate from training data rather than deliberate
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human reasoning. As a result, organizations must
reconsider how trust boundaries are defined within
the software development lifecycle. One potential
approach involves adopting zero-trust principles for
Al-generated code, where all suggestions produced
by Al assistants are treated as untrusted inputs until
they have been verified through automated security
checks and developer review.

Another important aspect of securing Al-assisted
development environments involves improving
transparency and traceability of Al-generated
code. Development tools may need to incorporate
mechanisms for tracking the provenance of code
suggestions generated by AI assistants. Such
mechanisms could record metadata describing which
model generated a particular code segment, the
prompt used to generate the code, and the contextual
inputs provided to the model. This information
could prove valuable for auditing purposes and
incident response investigations. For example, if a
vulnerability is discovered in a deployed system,
security analysts could trace the origin of the
vulnerable code and determine whether it was
generated by an Al assistant or written manually
by a developer. Provenance tracking may also help
identify patterns in adversarial attacks targeting Al-
assisted development environments.

Future research should also explore the potential
for automated verification techniques to validate
Al-generated code. Formal verification methods,
while traditionally applied to safety-critical systems,
may be adapted to verify certain properties of Al-
generated code segments. For example, automated
reasoning tools could be used to ensure that generated
functions satisfy specific security constraints or
adhere to defined input validation requirements.
Another promising direction involves multi-model
validation frameworks in which multiple Al systems
independently analyze generated code to identify
potential vulnerabilities. Such approaches could
reduce the likelihood that vulnerabilities introduced
by one model remain undetected. Additionally,
improving model alignment during training may
help reduce the frequency with which Al assistants
generate insecure code patterns. However, even with
improved model training and alignment techniques,
it is unlikely that AI assistants will completely
eliminate security risks associated with automated

code generation. Consequently, organizations
must continue to develop complementary security
mechanisms that monitor and validate Al-generated
outputs throughout the development lifecycle.

Conclusion

Al-assisted software development represents a
transformative advancement in modern software
engineering, enabling developers to write code more
efficiently through automated code generation and
intelligent development assistance. However, the
integration of Al coding assistants into development
environments introduces a new category of supply-
chain security risks that extend beyond traditional
dependencymanagementandbuildpipelineprotections.
This paper examined several emerging attack vectors
associated with Al-assisted development, including
prompt injection attacks, dependency manipulation
through slopsquatting, and cross-file context
poisoning attacks. These threats demonstrate how
adversaries can exploit the behavior of large language
models to introduce vulnerabilities or malicious code
into the software supply chain. To address these
challenges, we proposed a hybrid security architecture
that integrates static analysis and Al-based semantic
inspection directly into developer workflows through
an IDE-integrated monitoring system. By performing
real-time analysis of Al-generated code suggestions,
the proposed architecture can detect potentially
malicious behavior before code enters the repository.
This approach enables organizations to adopt a zero-
trust model for Al-generated code while preserving
the productivity advantages offered by Al-assisted
development tools. As generative Al continues to
reshape the software development landscape, securing
Al-driven development environments will become
an increasingly critical component of software
supply-chain security. Future research should focus
on improving automated verification techniques,
strengthening model alignment mechanisms, and
developing industry standards for secure Al-assisted
development practices [10-15].
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