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Abstract

This paper critically evaluates MLflow, an open-source MLOps tool for managing the lifecycle of machine
learning models. It emphasizes its strengths in experiment tracking, model versioning, and modularity, which
support reproducibility and scalability across various frameworks and cloud providers.

However, it points out crucial limitations such as the lack of native monitoring (data drift, fairness), detailed
permission control and full integration with CI/CD orchestrators. These shortcomings require complementa-
ry tools, increasing complexity and operating costs, especially for regulated environments or those with less
technical maturity.

In conclusion, MLflow is recommended for small and medium-sized companies, or teams that need rapid pro-
totyping and flexibility. For large organizations or regulated sectors, although useful in the initial phase, it
requires the integration of other tools for complete and robust management of the model lifecycle.
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Introduction

Theincreasinguseofartificialintelligence (Al)and machinelearning (ML) hastransformed how companiesacross
different sectors solve problems, optimize processes, and innovate in their markets. In this context, managing the
machine learning lifecycle becomes akey factor forthe operationalization, sustainability,and compliance of these
systems in increasingly complex and dynamic environments. As ML solutions need to be scaled and operated,
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the challenges surrounding governance, security,
and efficient model lifecycle management intensify,
requiring MLOps solutions that enable versioning,
scalability, and automation of model development
and deployment.

This work’s critical analysis focuses on the study
of MLflow, a widely used open-source MLOps tool
for managing experiments, registration, packaging,
and deployment of machine learning models . This
choice is motivated by several factors, including
broad support for various languages, frameworks |,
and AA libraries, as well as MLflow’s compatibility
with cloud environments . MLflow offers a standard
workflow for the development and operationaliza-
tion of machine learning models, helping users man-
age the experimentation, reproducibility, deploy-
ment, and monitoring phases in a standardized and
organized way. Furthermore, MLflow’s open-source
license allows it to be used by companies of different
sizes and niches, as well as run on their own infra-
structure or in the cloud .

The main objective of this work is to conduct a criti-
cal and comprehensive analysis of MLflow, detailing
its advantages and disadvantages in each phase of
the lifecycle of a machine learning model.

The research question posed is as follows: what are
the advantages and disadvantages of MLflow as an
MLOps tool for managing the lifecycle of machine
learning models in different organizations, in terms
of data management, experimentation, CI/CD, mon-
itoring, governance, and security?

Methodology and Current Scenario

To answer the research question, the methodology of
this work is based on bibliographic and documenta-
ry research, reviewing articles, technical documents,
and current studies related to MLOps and MLflow.
For the critical analysis of the tool, comparative and
evaluative methods are used to examine its compat-
ibility with other MLOps tools and its adherence to
best practices in the development, implementation,
and operation of machine learning.

The current landscape of MLOps research, and conse-
quently MLflow, shows an advancement in optimiza-
tion technologies for the large-scale implementation

of Al within companies, but also denotes the existence
of challenges in implementing this process. Although
automation and MLOps tools offer benefits such as
reproducibility, auditability, and scalability, some op-
erational challenges persist, such as low data quali-
ty, lack of qualified professionals, system integration,
and compliance with regulatory requirements.

Results of the Comparative Analysis

A comparative analysis of MLflow with other tools,
such as ClearML and ZenML, reveals that it delivers
good results for managing the development lifecycle
phases, but still has market gaps in other areas, such
as model monitoring and data management. Analysis
of best practices showed that it is possible to obtain
excellent results with MLflow, but some points still
need improvement. In some cases, other platforms
available on the market offer more complete and sat-
isfactory results, especially when seeking automated
monitoring and granular data management.

Article Structure

This work is structured as follows: Chapter 2 contex-
tualizes the tool, describing what MLflow is and where
this tool comes from within the MLOps ecosystem,;
Chapter 3 explains the tool in detail, with all availa-
ble resources, addressing each phase of the machine
learning model lifecycle ; Chapter 4 provides a critical
evaluation of the tool, highlighting its advantages and
disadvantages, and offering recommendations for us-
ing MLflow in different companies; and finally, Chap-
ter 5 concludes the work by presenting the findings
and possibilities for future research in this field.

MLflow: Contextualization and Purpose

MLflow was created by Databricks to be an open-
source platform aimed at managing the lifecycle of a
machine learning model , due to the lack of tools that
allow traceability, reproducibility, and automation in
organizational-level machine learning projects . Ac-
cording to, MLflow, due to its ability to standardize
the different technologies used, serves companies that
have heterogeneity of frameworks in their computing
environment [1].

Open source licensing and the fact that it is not spe-
cific to any cloud computing provider are factors that
allow it to be used both on-premise servers and in the
largest cloud computing providers, offering greater
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adaptability to companies that use it, whether small or large, as reported by [2].

Compared to other lifecycle tools, such as Google’s TFX and Uber’s Michelangelo, MLflow allows for more
integrations with different frameworks , such as TensorFlow, PyTorch, and Scikit-learn, which better meets
the demand for different workflows. As reported by, this has enabled MLflow to be adopted on a larger scale
in projects aiming to port the technology to other environments [2].

Key Capabilities and Scope of Use

Experiment and model versioning stands out as one of the key aspects to be used in projects that need to trans-
fer experiments to production-level environments and that are controlled by change management processes.
According to, the modularity of the tool with the Tracking , Projects , Models , and Registry modules is one of
the solutions found by machine learning teams to address the challenge of traceability and artifact centraliza-
tion. This modularity is the main pillar that facilitates the pursuit of reproducibility and allows for governance
management in complex projects [3].

miflow mlflow
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Figure 1: MLFlow Tracking Server, Registration Model [4].

MLflow’s ease of integration with different frameworks and its simplicity of use have led startups and smaller
teams to adopt it. In MLflow, experimentation, versioning, and deployment processes are centralized, reducing
overhead and operational costs for small teams, as reported by [5]. Conversely, for larger companies, MLflow
brings automation of operations and standardization of practices, resulting in scalability.

The ability to run in different environments also allows MLflow to adapt to different experimentation flows
in distinct pipelines , serving companies that want to more quickly adopt MLOps practices in their machine
learning projects. According to, this is the characteristic that allows companies to innovate faster. For this
feature to be applied in the best way, the company needs to have a well-established cloud computing infra-
structure to take advantage of the platform’s elasticity [5].

Impact on Governance, Collaboration, and Inherent Limitations

Another interesting point is the versioning and centralization of machine learning artifacts , such as models,
parameters, and metrics [6]. Point out that this makes it possible to automate tasks, which helps prevent human
errors and facilitates work in regulatory environments, where it is crucial to have total control over assets, as
in the cases of the health and finance sectors.

Companies in the regulatory sector need to have all data collection steps mapped out, up to the available
model, to serve external audit policies. With MLflow, it is possible to control the traceability of the complete
execution of algorithms to ensure that the model’s data provenance is not compromised and that data govern-
ance laws are followed. Highlight that the benefit of this control in regulatory projects is that it is possible to
replicate and trace the delivered models, increasing control, reliability and, consequently, facilitating audits
and approving processes in compliance requirements [6].
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Projects with multiple stakeholders can also ben-
efit from the workflow organization provided by
MLflow, as it enables alignment of vision between
compliance , research, and development teams. This
allows for the identification of potential workflow
bottlenecks and ensures that quality requirements are
met, thus delivering models to production on time.
According to, it is a method for managing different
processes with the integration of all stakeholders [1].

Natively performing model fairness testing and lack-
ing data drift monitoring in its dashboard . For its
use in high-level compliance and security environ-
ments, numerous integrations with third-party tools
are necessary, as reported by, increasing the opera-
tional effort of teams. This limitation is even more
critical in companies that operate with sensitive and
confidential data [7].

This overhead in tool integration does not help the
progress of MLOps practices, given that it does not
offer mechanisms for automating model testing.
Point out that in complex projects, controlled by
compliance , it is essential to automate continuous
evaluation and the application of machine learning
in production , and the limitations of this tool do not
allow such practices to be established more quickly

[7].

In short, MLflow allows for rapid experimentation
and, because of its modularity and integration capa-
bilities, allows for easy scalability. In some regulato-
ry projects, however, it requires additional integra-
tions to perform monitoring and security at scale.

MLflow Features and Resources

MLflow Tracking provides detailed experiment
tracking, automatically logging parameters, metrics,
source code, and artifacts from each run, ensuring
reproducibility of results and comparison between
different modeling approaches [1]. However, despite
automation, there is inconsistent data and/or metric
logging, which can compromise the tool’s success.

Support for recording experiments in multiple lan-
guages, such as Python, R, and Java, facilitates col-
laboration between teams with different technology
stacks [3]. However, since MLflow integrates differ-
ent languages and frameworks , its efficiency can be
questioned, as maintaining these different stacks on a

single platform can increase the complexity of main-
tenance or auditing processes.

The tracking provided by MLflow facilitates monitor-
ing the development of a machine learning model ,
as well as tracking audits of experiments [1]. Howev-
er, this tracking depends on metadata, which cannot
always be adequately maintained by all teams. Au-
tomated tracking of parameters and artifacts allows
for the identification of regressions and internal best
practices [8]. Automation, to avoid human error, can,
in turn, generate a potential negative impact, as there
is a possibility that tracking will not be effective when
automation pipelines are not well configured.

MLflow Tracking lacks native integration with data
versioning tools, which prevents the automated detec-
tion of data changes [9]. This problem is significant
for organizations that work with large amounts of dy-
namic data, which need to be monitored for changes.

The MLflow Registry centralizes all versions of ma-
chine learning models, storing information on train-
ing data, validation metrics, and model code [3]. This
centralization streamlines collaboration among team
members and facilitates auditing, but it does not work
in sectors with high levels of bureaucracy, such as fi-
nance and the military, because defining permissions
is extremely important.

The shifting of machine learning models across var-
ious stages, such as preparation, production, and ar-
chiving, is supported through versioning and access
controls for model governance [8]. However, due to
limited access control, MLflow cannot be used in cas-
es requiring segregation of duties, hindering its use in
regulated industries [10].

Registering machine learning models allows for col-
laboration among machine learning team members,
with the possibility of retrieving specific model ver-
sions for auditing or rollback if necessary [1]. How-
ever, there is a need to integrate MLflow with other
tools to ensure the tracking of all machine learning
information, such as library versions and project arti-
facts, which complicates the operational management
of a machine learning model’s lifecycle.

Modular Architecture and Project Management
MLflow’s modular architecture, comprised of the
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Tracking, Projects, Models, and Registry components, allows for customization of the tool according to each
organization’s needs [3]. However, modularity requires technical knowledge of the tool to correctly configure
all components and ensure proper application throughout the machine learning lifecycle.
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Figure 2: MLFlow Dashboard [11].

MLflow Projects uses a declarative approach to execute workflows , where project dependencies and envi-
ronment variables can be specified in YAML files for portability across various environments, both locally
and remotely [1]. Conversely, the need for knowledge of YAML files can hinder its use for people with little
experience and increase human error due to the manual writing process.

Challenges and Functional Gaps

fairness monitoring , data drift , and integration with orchestrators such as Kubeflow and Airflow [12-13].
These advanced capabilities are important for cases where the machine learning pipeline is extremely robust,
containing many steps.

MLflow can be customized to the needs of various organizations, but it can increase the technical complexity
of the project, making it difficult for inexperienced teams to use [14]. This impact becomes negative, especial-
ly for small startups and public bodies.

Although YAML files make configuration sharing easier, they can cause problems when dealing with differ-
ent configurations, which can lead to many dependency conflicts and, consequently, problems that require
significant technical expertise to resolve [3]. For this reason, it is not appropriate for organizations with less
technically skilled teams.

The absence of data management functionalities, such as automated data versioning and data drift detection ,
necessitates the use of other tools and increases operational risk [9]. The need to use other tools to ensure data
versioning raises the operational cost of the tool and reduces the scalability of the machine learning model .

Although MLflow performs versioning of the data used in the model, it does not have an effective mechanism
for tracking and managing data versions, since it does not allow for the automatic detection of changes and/or
alterations made to the data used [8]. For this reason, it is necessary to use other tools to ensure this versioning
and, in this way, reduce human errors and lack of information, which can increase operational risk and misuse
of data.

Machine learning model lifecycle makes MLflow central in many organizations, but this alone is not enough
to achieve operationally mature environments [3, 10].
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Evaluation and Recommendations

The modularity and interoperability of MLflow are
crucial elements for its widespread use. The modular
architecture, composed of the Tracking , Projects ,
Models , and Registry components , is indeed adapt-
able to multiple frameworks and platforms. Howev-
er, this flexibility still causes some complications in
the automation of the pipelines themselves, that is, in
the integration with orchestrators such as Kubeflow
and Airflow. The fact that they are not natively sup-
ported results in increased operational and technical
costs. For companies that want a fully automated CI/
CD cycle, this feature is a disadvantage in choos-
ing MLflow as the sole tool. On the other hand, its
agnostic nature regarding cloud providers allows or-
ganizations to build their flow in any way they want
(3, 10].

Experiment monitoring and model versioning are
the two main features that make MLflow a powerful
governance tool in the machine learning lifecycle [8,
15]. The ability to monitor parameters, metrics, code,
and artifacts is crucial for ensuring model transpar-
ency and passing audits [3]. However, the lack of
mechanisms to control the datasets themselves, such
as data drift , is a disadvantage in the overall work-
flow . Organizations need to resort to other tools to
ensure the scalability of projects using MLflow [10,
16]. The lack of fairness and explainability moni-
toring tools also impacts algorithmic accountability,
which is crucial for sensitive areas such as finance
and the public sector [3].

Implications of Openness and Regulatory Com-
pliance

The fact that it is open source and agnostic to cloud
providers allows MLflow to be used by startups
to large organizations [3, 17]. Compatibility with
frameworks such as TensorFlow and PyTorch is also
an advantage [3, 17]). However, the openness of the
platforms raises concerns about access control and
data consent control for compliance with GDPR and
HIPAA [10]. Massive customization of the environ-
ment increases complexity in the organization and in
governance itself [17]. In organizations that do not
need to comply with previous regulations, complex-
ity still exists due to the need to install each version
of each dependency. It is important to analyze the
technical level of the companies and the scalability

of each project before choosing MLflow as the soft-
ware to be used [10].

MLflow contributes to improving the maturity of
machine learning in the MLOps area, standardizing
processes, automatically logging experiments, and
controlling model versions [17, 8]. However, the lack
of continuous monitoring and data drift control hin-
ders the implementation of pipelines in areas where
machine learning engineering practices are not well
established. Compliance with strict regulations, such
as GDPR and HIPA A, makes the control platform less
attractive, especially for organizations with less tech-
nical capacity. Thus, it becomes much more difficult
to obtain a return on investment, as the MLflow learn-
ing curve is steeper [10, 16].

Recommendations and Key Factors for Choice
Given the advantages and limitations of MLflow, this
tool is best suited for data science teams in small and
medium-sized enterprises that need speed in experi-
mentation and prototyping. Its interface and open ar-
chitecture make this software very appealing in less
regulated companies where code scalability is funda-
mental [3]. However, in the case of large organiza-
tions and vertically integrated areas, MLflow is lim-
ited to prototyping and requires the complement of
other more specialized tools. In this case, ClearML
and ZenML are excellent alternatives [10].

In conclusion, the maturity level of companies is very
important in choosing MLflow, as is the project typol-
ogy. A cost-benefit analysis of environment custom-
ization versus its disadvantages and dependencies is
necessary.

Conclusion

This study critically evaluated MLflow as an MLOps
tool for managing the lifecycle of machine learning
models . From defining the problem and addressing the
challenges of traceability, reproducibility, automation,
governance, and compliance , the study assessed how
MLflow addresses these requirements, highlighting
its strengths and weaknesses. The research answered
the research question by indicating that MLflow is an
excellent tool for tracking and versioning experiments
and models, but still has limitations in terms of more
advanced automation, native monitoring, and more
detailed data and permission management.
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Throughout the study, it was identified that the Track-
ing , Logging , Projects , and Models features allow
MLflow to be used for experimenting and tracking
runs, comparing runs and selecting models, logging
models, encapsulating training artifacts in reproduci-
ble execution environments, building machine learn-
ing pipelines , and managing the transition between
different production environments. Being open-
source and available for various systems, it delivers
broad technological independence to companies. Be-
ing modular and flexible in configuration, MLflow
can meet the needs of different teams with varying
levels of maturity, from beginners to the most ex-
perienced, especially focusing on less regulated pro-
cesses.

A critical assessment of the limitations indicated that
MLflow does not natively offer monitoring, fairness
, data drift , and more detailed permissions. These
functionalities depend on external tools and configu-
rations, making operation more complex and hinder-
ing compliance for more sensitive domains such as
healthcare and finance.

Therefore, it is clear that the ecosystem needs ad-
ditions to meet governance, security, and scalability
regulations, especially in highly regulated environ-
ments.

The experience gained from developing this work al-
lowed me to learn more about the world of MLOps
and to conclude the importance of constantly evalu-
ating market technologies. Therefore, this work con-
tributes to the development and adoption of MLflow,
identifying the main challenges and market trends,
and assisting in choosing the best MLOps tool. Fi-
nally, it was possible to understand the importance
and relevance of governance, compliance , and in-
novation in the lifecycle of models and knowledge
management in the context of digital transformation.

Contributions and Positioning of MLFlow

Regarding research in MLOps, this work contributes
by broadening the understanding of the use of ML-
flow and its positioning compared to other options
available on the market, highlighting the maturity
that the tool provides. At the same time, it highlights
market trends seeking more governance, automation,
and security in the model lifecycle and raises current
debates on the subject. Through the research carried

out, MLflow is recommended for less regulated
MLOps processes and for more dynamic companies,
but which require complements according to their use
cases.

Limitations of the Research and Future Research

Regarding the limitations of the investigation, it was
demonstrated that there is a need to complement the
study through validation and integration of MLflow
with other tools, experimentation at scale and in a
highly regulated domain, and validation in relation to
other MLOps tools that address some requirements
not yet covered. It is also important to mention the de-
pendence on the breadth of the study sources and the
lack of empirical testing to generate broader and more
generalizable results. Therefore, future steps could in-
clude case studies in organizations of different sizes to
validate the conclusions and suggestions of this work.

Figure 2 A figure caption is always placed below the
illustration. Short captions are centered, while long
ones are justified. The macro button chooses the cor-
rect format automatically.
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